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To whom it may concern,

Astra Security (www.getastra.com) was engaged by Loom to perform a Vulnerability
Assessment & Penetration Testing (VAPT) on the following assets of Loom -

Loom Web App

Loom - Screen and Cam Recorder iOS Application
Loom - Screen and Cam Recorder Android Application
Loom Chrome extension

Loom Desktop app (Windows & macOS)

The objectives of the engagement were to identify exploitable vulnerabilities, subvert standard
workflows, gain un-authorized access to the application or user records, and attempt an
underlying compromise. The assessment was conducted using a grey-box methodology.
Testing was performed by Astra’s security engineers on test environments between 7th
September 2023 to 12th October 2023.

Upon completion of the testing, Astra provided Loom a detailed report of vulnerability findings
and recommendations. After these fixes were in place, Astra conducted a re-test to ensure the
vulnerabilities have been remediated effectively & subsequently issued a certificate of Pentest
completion.

Astra is a leading continuous Pentest Platform working with 1000+ orgs globally. Astra follows the highest standards for security
testing, vulnerability scanning and is an active contributor to industry leading open-source security standards and tools (OWASP
WSTG, OWASP ZAP etc.).

If you have any questions or require further information about this engagement, please feel free to contact our team directly at
help@getastra.com.



