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To Whom It May Concern,

Letter of Assessment

From 06-Jan-2025 to 04-Feb-2025, pursuant to our agreement with Atlassian Pty Ltd (Atlassian), elttam conducted an
assumed breach adversary simulation assessment.

The engagement with Atlassian began with a briefing and walk-through. Subsequently, a dedicated team of 3
experienced security consultants conducted the security assessment over the specified period.

The project was performed using a grey-box approach, where the consultant had access to Atlassian-internal
resources and both automated and manual penetration testing techniques were used.

The assessment was divided into two tasks. The first task included all external facing assets owned by Atlassian with
the objective of evaluating the resilience of the Atlassian’s external infrastructure against unauthorised access, data
breaches, and other malicious activities through simulation real-world attack scenarios from an outsider’s perspective.
The second task included the internal network facing assets owned by Atlassian starting from the perspective of
compromised Atlassian user credentials on both Atlassian and non-Atlassian hardware.

The engagement concluded with a close-down meeting where findings were discussed with stakeholders.

A final report, detailing technical issues and offering remediation advice, was then provided to Atlassian Pty Ltd.

elttam is an independent security company providing research-driven security assessment services to the Fortune
500, global financial institutions, leading technology companies, Australian Federal Government, and up and coming
technology start-ups. We combine pragmatism and deep technical insight to help our clients secure their most
important assets.

Sincerely,

Marcela Benetrix
Managing Consultant
elttam
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